
Heidelberger Druckmaschinen AG began in 1850 as a small bell foundry and is now one
of the world’s figureheads of German engineering, with more than 11,500 employees, 250
locations and annual revenue of around 2.4 billion euros. It’s not only precision machines
that have been responsible for the company's success — it’s also the company’s corporate
IT department. The threads from the many business areas — such as research and
development, production and sales — come together here. With "Heidelberg goes digital,"
the traditional company from Baden-Württemberg recently began a new chapter, and the
foundation for its digitalization strategy is cybersecurity.

Create Better Transparency

"The greatest challenge for our IT security is that our company has grown exponentially
over time and therefore has a highly complex IT landscape, resulting in a lack of visibility
across processes," says Chief Information Security Officer (CISO) at Heidelberger
Druckmaschinen AG Dr. André Loske, thinking back to this ambitious IT security
project, which was launched at the end of 2019. The main objective was to create better
transparency with the help of a holistic security system in order to be able to act quickly. Dr.
Loske explains that this involved not only response capabilities but also, among other things,
"moving toward digitalization with collaboration, mobile workstyles and cloud computing."

Dr. Loske states, "It was anything but trivial to create a new security concept for a total of
approximately 12,000 clients and about 2,000 servers. "One of the reasons for this was that
the company's systems could not be centrally managed at that time. In addition, there were
legal issues that had to be considered when implementing a new comprehensive security
strategy — for example, compliance with the General Data Protection Regulation (GDPR)
and laws on the protection of sensitive company data.

Game Changing Security

Dr. Loske explains, "We had a traditional antivirus solution before. However, one of the major problems 
was related to our heterogeneous IT landscape: a lack of visibility." For example, according to the IT 
security manager, there was a lack of the technical capability necessary to recognize security threats 
in time and react quickly enough to different threats. "What you can't see, you cannot fight."

That was reason enough for Dr. Loske and his IT team to initiate an evaluation and find a solution to 
replace the antivirus product used up to that point. "We reviewed many solutions and finally decided 
to purchase CrowdStrike Falcon®, although it is in the upper price range." The main reason for this 
was the cloud-based endpoint protection provided by CrowdStrike, a market-leading cybersecurity 
provider, explains Dr. Loske, adding that the inclusion of shared threat intelligence was especially
convincing. "It provides real added value for security to be part of a threat intelligence network 
together with other companies. As soon as there is an attack anywhere on a company's system within 

INDUSTRY
Manufacturing

LOCATION/HQ
Heidelberg, Germany

CHALLENGES
  Proactively detect and respond to 

threats
  Develop holistic, centrally-

managed security strategy
  Maximize impact of IT security 

team 

SOLUTION
Heidelberger Druckmaschinen 
deploys CowdStrike Falcon® to 
enhance visibility into complex, 
heterogenous IT landscape and 
establish efficient processes for 
securing worldwide infrastructure

Heidelberger Druckmaschinen Plays It 
Safe with CrowdStrike

CrowdStrike Customer Case Study 

voices

“It was anything but trivial to  
create a new security 
concept for our total of 
approximately 12,000 clients 
and about 2,000 servers."

"Before the implementation, 
we focused on prevention 
— today, we are also able to 
detect and respond. This 
has become essential in 
the age of cloud computing 
and mobile devices. I can 
recommend CrowdStrike 
unreservedly."

Dr. André Loske
Heidelberger Druckmaschinen AG CISO

Heidelberger Druckmaschinen AG began in 1850 as a small bell foundry and is now one
of the world’s figureheads of German engineering, with more than 11,500 employees, 250
locations and annual revenue of around 2.4 billion euros. It’s not only precision machines
that have been responsible for the company's success — it’s also the company’s corporate
IT department. The threads from the many business areas — such as research and
development, production and sales — come together here. With "Heidelberg goes digital,"
the traditional company from Baden-Württemberg recently began a new chapter, and the
foundation for its digitalization strategy is cybersecurity.

Create Better Transparency

"The greatest challenge for our IT security is that our company has grown exponentially
over time and therefore has a highly complex IT landscape, resulting in a lack of visibility
across processes," says Chief Information Security Officer (CISO) at Heidelberger
Druckmaschinen AG Dr. André Loske, thinking back to this ambitious IT security
project, which was launched at the end of 2019. The main objective was to create better
transparency with the help of a holistic security system in order to be able to act quickly. Dr.
Loske explains that this involved not only response capabilities but also, among other things,
"moving toward digitalization with collaboration, mobile workstyles and cloud computing."

Dr. Loske states, "It was anything but trivial to create a new security concept for a total of
approximately 12,000 clients and about 2,000 servers. "One of the reasons for this was that
the company's systems could not be centrally managed at that time. In addition, there were
legal issues that had to be considered when implementing a new comprehensive security
strategy — for example, compliance with the General Data Protection Regulation (GDPR)
and laws on the protection of sensitive company data.

Game Changing Security

Dr. Loske explains, "We had a traditional antivirus solution before. However, one of the major problems 
was related to our heterogeneous IT landscape: a lack of visibility." For example, according to the IT 
security manager, there was a lack of the technical capability necessary to recognize security threats 
in time and react quickly enough to different threats. "What you can't see, you cannot fight."

That was reason enough for Dr. Loske and his IT team to initiate an evaluation and find a solution to 
replace the antivirus product used up to that point. "We reviewed many solutions and finally decided 
to purchase CrowdStrike Falcon®, although it is in the upper price range." The main reason for this 
was the cloud-based endpoint protection provided by CrowdStrike, a market-leading cybersecurity 
provider, explains Dr. Loske, adding that the inclusion of shared threat intelligence was especially
convincing. "It provides real added value for security to be part of a threat intelligence network 
together with other companies. As soon as there is an attack anywhere on a company's system within 

INDUSTRY
Manufacturing

LOCATION/HQ
Heidelberg, Germany

CHALLENGES
  Proactively detect and respond to 

threats
  Develop holistic, centrally-

managed security strategy
  Maximize impact of IT security 

team 

SOLUTION
Heidelberger Druckmaschinen 
deploys CowdStrike Falcon® to 
enhance visibility into complex, 
heterogenous IT landscape and 
establish efficient processes for 
securing worldwide infrastructure

Heidelberger Druckmaschinen Plays It 
Safe with CrowdStrike

CrowdStrike Customer Case Study 

voices

“It was anything but trivial to  
create a new security 
concept for our total of 
approximately 12,000 clients 
and about 2,000 servers."

"Before the implementation, 
we focused on prevention 
— today, we are also able to 
detect and respond. This 
has become essential in 
the age of cloud computing 
and mobile devices. I can 
recommend CrowdStrike 
unreservedly."

Dr. André Loske
Heidelberger Druckmaschinen AG CISO

Heidelberger Druckmaschinen AG began in 1850 as a small bell foundry and is now one
of the world’s figureheads of German engineering, with more than 11,500 employees, 250
locations and annual revenue of around 2.4 billion euros. It’s not only precision machines
that have been responsible for the company's success — it’s also the company’s corporate
IT department. The threads from the many business areas — such as research and
development, production and sales — come together here. With "Heidelberg goes digital,"
the traditional company from Baden-Württemberg recently began a new chapter, and the
foundation for its digitalization strategy is cybersecurity.

Create Better Transparency

"The greatest challenge for our IT security is that our company has grown exponentially
over time and therefore has a highly complex IT landscape, resulting in a lack of visibility
across processes," says Chief Information Security Officer (CISO) at Heidelberger
Druckmaschinen AG Dr. André Loske, thinking back to this ambitious IT security
project, which was launched at the end of 2019. The main objective was to create better
transparency with the help of a holistic security system in order to be able to act quickly. Dr.
Loske explains that this involved not only response capabilities but also, among other things,
"moving toward digitalization with collaboration, mobile workstyles and cloud computing."

Dr. Loske states, "It was anything but trivial to create a new security concept for a total of
approximately 12,000 clients and about 2,000 servers. "One of the reasons for this was that
the company's systems could not be centrally managed at that time. In addition, there were
legal issues that had to be considered when implementing a new comprehensive security
strategy — for example, compliance with the General Data Protection Regulation (GDPR)
and laws on the protection of sensitive company data.

Game Changing Security

Dr. Loske explains, "We had a traditional antivirus solution before. However, one of the major problems 
was related to our heterogeneous IT landscape: a lack of visibility." For example, according to the IT 
security manager, there was a lack of the technical capability necessary to recognize security threats 
in time and react quickly enough to different threats. "What you can't see, you cannot fight."

That was reason enough for Dr. Loske and his IT team to initiate an evaluation and find a solution to 
replace the antivirus product used up to that point. "We reviewed many solutions and finally decided 
to purchase CrowdStrike Falcon®, although it is in the upper price range." The main reason for this 
was the cloud-based endpoint protection provided by CrowdStrike, a market-leading cybersecurity 
provider, explains Dr. Loske, adding that the inclusion of shared threat intelligence was especially
convincing. "It provides real added value for security to be part of a threat intelligence network 
together with other companies. As soon as there is an attack anywhere on a company's system within 

INDUSTRY
Manufacturing

LOCATION/HQ
Heidelberg, Germany

CHALLENGES
  Proactively detect and respond to 

threats
  Develop holistic, centrally-

managed security strategy
  Maximize impact of IT security 

team 

SOLUTION
Heidelberger Druckmaschinen 
deploys CowdStrike Falcon® to 
enhance visibility into complex, 
heterogenous IT landscape and 
establish efficient processes for 
securing worldwide infrastructure

Heidelberger Druckmaschinen Plays It 
Safe with CrowdStrike

CrowdStrike Customer Case Study 

voices

“It was anything but trivial to  
create a new security 
concept for our total of 
approximately 12,000 clients 
and about 2,000 servers."

"Before the implementation, 
we focused on prevention 
— today, we are also able to 
detect and respond. This 
has become essential in 
the age of cloud computing 
and mobile devices. I can 
recommend CrowdStrike 
unreservedly."

Dr. André Loske
Heidelberger Druckmaschinen AG CISO

CrowdStrike Kundenreferenz

voices

Traditionskonzern schiebt IT-Security in die Cloud

Mehr als 11.500 Mitarbeiter, rund 2,4 Milliarden Euro Umsatz, 250 Standorte – was anno 

1850 als kleine Glockengießerei begann, zählt heute weltweit zu den Aushängeschildern 

deutscher Ingenieurskunst: die Heidelberger Druckmaschinen AG. Verantwortlich für den 

Unternehmenserfolg ist neben den Präzisionsmaschinen seit vielen Jahren auch die Konzern-

IT. Hier laufen die Fäden aus den vielen Geschäftsbereichen wie Forschung und Entwicklung, 

Produktion und Vertrieb zusammen. Mit "Heidelberg goes digital" begann kürzlich ein neues 

Hauptkapitel für den Traditionskonzern aus Baden-Württemberg: Das Fundament der 

Digitalisierungsstrategie – die Cyber-Sicherheit.

Die Herausforderung

„Die größte Herausforderung für die Security ist eine historisch gewachsene und 

entsprechend hoch komplexe IT-Landschaft und die damit verbundene fehlende Sichtbarkeit 

über Abläufe", erinnert sich Dr. André Loske an das ambitionierte IT-Sicherheits-Projekt, das 

Ende 2019 startete. Ziel war es in erster Linie, mit Hilfe eines ganzheitlichen Security-Systems 

eine bessere Transparenz zu schaffen, um schnell handeln zu können. Dabei ging es nach den 

Worten des Chief Information Security Officer (CISO) bei der Heidelberger Druckmaschinen 

AG neben der Reaktionsfähigkeit unter anderem auch darum, „in Richtung Digitalisierung mit 

Collaboration, Mobile Workstyles und Cloud-Computing aufzubrechen“. 

Dr. Loske konkretisiert: „Es war alles andere als trivial, ein neues Sicherheitskonzept für 

unsere insgesamt rund 12.000 Clients und etwa 2.000 Server ins Leben zu rufen.“ Dies galt 

nicht zuletzt auch deshalb, weil die Systeme des Konzerns zu jener Zeit nicht zentral verwaltet 

werden konnten. Hinzu kamen rechtliche Rahmenbedingungen, die bei der Implementierung 

einer neuen umfassenden Sicherheitsstrategie berücksichtigt werden mussten, um 

beispielsweise die EU-Datenschutzgrundverordnung (EU-DSGVO) und Gesetze zum Schutz 

von Geschäftsgeheimnissen erfüllen zu können. 

BRANCHE

Produzierendes Gewerbe

STANDORT/

KONZERNZENTRALE

Heidelberg, Deutschland

HERAUSFORDERUNGEN
	� Proaktives Erkennen und Reagieren 

auf Bedrohungen
	� Entwicklung einer ganzheitlichen, 

zentral verwalteten 
Sicherheitsstrategie

	� Maximierung der Wirkung des IT-
Security Teams

LÖSUNG
Heidelberger Druckmaschinen setzt 
CrowdStrike Falcon® ein, um den 
Einblick in komplexe, heterogene 
IT-Landschaften zu verbessern und 
effiziente Prozesse zur Sicherung der 
weltweiten Infrastruktur einzurichten

Heidelberger Druckmaschinen:
Mit CrowdStrike auf Nummer sicher

„Es war alles andere als trivial, 
ein neues Sicherheitskonzept 
für unsere insgesamt rund 
12.000 Clients und etwa 2.000 
Server ins Leben zu rufen.“

„Vor der Implementierung 
hatten wir den Fokus auf 
Prävention, heute erkennen 
wir Dinge und können 
reagieren. Das ist im Zeitalter 
mit Cloud-Computing 
und mobilen Endgeräten 
essenziell geworden. Ich 
kann CrowdStrike deshalb 
vorbehaltlos empfehlen.“

Dr. André Loske
Heidelberger Druckmaschinen, CISO
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the network, our systems are already immune to it. That's a real game-changer in security, and that's 
what brought us to CrowdStrike."

In order to be on the safe side when making their selection, the company’s IT managers had carried 
out a pilot phase with 200 users as part of a proof of concept (POC) and put CrowdStrike® Falcon 
through its paces. "We had certain reservations because one or two false positives had occurred with 
other security solutions in the past," admits Dr. Loske. "But there were no problems whatsoever.” Due 
to their consistently positive experiences, the company’s IT professionals soon started to put the 
Falcon agent into operation on 9,700 more devices. 

Dr. Loske says, “Even in complicated environments — such as in our re-
search and development environment with a lot of special software and 
proprietary solutions — the integration of CrowdStrike Falcon worked 
surprisingly well. If we had known that everything would run so smoothly, 
we would have spared ourselves the testing process."

High Degree of Transparency

"What is most important is that we now have real transparency across all devices in order to actively 
combat cybercrime," Dr. Loske continues. This is particularly important, he says, since the necessary 
IT personnel are not always available everywhere and at all times across 250 locations worldwide. 
Now, the company is able to isolate and forensically examine individual computers at each location 
before specialists have to be sent to the scene of an incident. Dr. Loske says, "The solution from 
CrowdStrike is very powerful. You can see a lot of what is going on in the systems of the employees. 
Therefore, the deployment was coordinated with the works council in advance.” Also, the high 
degree of automation was an important reason for choosing CrowdStrike — with a limited number 
of dedicated security staff, the company relies on automated processes. CrowdStrike Falcon 
seamlessly integrated with Heidelberger Druckmaschinen AG’s new security information and event 
management (SIEM) system, and as a result, the IT security specialists now have a holistic view of IT
security, with messages and log files from all systems consolidated for analysis.

Dr. Loske concludes, "We are now in a position to act quickly if there is a security incident." With the 
CrowdStrike Falcon platform, Heidelberger Druckmaschinen AG has truly achieved a paradigm shift 
in the area of IT security: "Before the implementation, we focused on prevention — today, we are also 
able to detect and respond. This has become essential in the age of cloud computing and mobile 
devices. I can recommend CrowdStrike unreservedly.“

CrowdStrike Customer Case Study 
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Die Implementierung

Dr. Loske geht ins Detail: „Wir hatten vorher eine klassische Antivirenlösung. Doch ein großes Problem 
hing mit unserer heterogenen IT-Topologie zusammen: die fehlende Sichtbarkeit.“ So mangelte es 
dem IT-Sicherheits-Verantwortlichen zufolge beispielsweise an technischen Möglichkeiten, um 
Sicherheitsbedrohungen rechtzeitig erkennen und schnell genug auf unterschiedliche Bedrohungen 
reagieren zu können: „Was man nicht sieht, kann man schließlich auch nicht bekämpfen.“ 

Gründe genug für Dr. Loske und sein IT-Team, eine Evaluierung für den Austausch der bis dato 
verwendeten Antivirenlösung anzustoßen. „Wir haben viele Lösungen angesehen und uns schließlich 
für CrowdStrike Falcon entschieden, obwohl es im oberen Preissegment angesiedelt ist.“ Grund 
dafür war in erster Linie der Cloud-basierte Endgeräteschutz des marktführenden Cybersecurity-
Anbieters, berichtet Dr. Loske. Hier überzeugte vor allem die so genannte Shared Threat-Intelligence. 
„Es bringt einen echten Mehrwert für die Sicherheit, dass man sich zusammen mit anderen 
Unternehmen in einem Threat-Intelligence-Netzwerk befindet. Kaum gibt es irgendwo einen Angriff 
auf ein System eines Unternehmens innerhalb des Netzwerks, sind unsere System auch schon immun 
dagegen. Das ist ein echter Game Changer in der Security und hat uns zu CrowdStrike gebracht.“

Um auch bei der Auswahl auf Nummer sicher zu gehen, hatten die IT-Verantwortlichen im Rahmen 
eines Proof of Concept eine Pilotphase mit 200 Usern gemacht und CrowdStrike Falcon auf Herz 
und Nieren geprüft: „Wir hatten gewisse Vorbehalte, weil mit anderen Sicherheitslösungen in der 
Vergangenheit die eine oder andere Falschmeldung aufgetreten war“, räumt Dr. Loske ein. „Hier 
gab es aber keinerlei Probleme.“ Aufgrund der durchweg positiven Erfahrungen begannen die 
IT-Profis kurz darauf, den Falcon Sensor auf 9700 weiteren Geräten in Betrieb zu nehmen. „Auch 
in komplizierten Umgebungen wie in unserer Forschungs- und Entwicklungsumgebung mit viel 
Spezialsoftware und selbst gestrickten Lösungen hat die Integration von CrowdStrike Falcon 
überraschend gut funktioniert. Hätten wir gewusst, dass alles so reibungslos läuft, hätten wir uns den 
großen Test gespart.“

Die Vorteile

„Wichtig ist vor allem, dass wir jetzt über eine echte Transparenz über alle Geräte hinweg verfügen, 
um Cyberkriminalität aktiv bekämpfen zu können“, so der Security-Verantwortliche weiter. Das sei vor 
allem deshalb wichtig, weil in den weltweit 250 Standorten nicht überall und jederzeit das benötigte IT-
Personal vorhanden ist. Konkret ist das Unternehmen nun in der Lage, einzelne Rechner am jeweiligen 
Standort zu isolieren und forensisch zu untersuchen, bevor Spezialisten überhaupt an den Ort des 
Geschehens geschickt werden mussten. Dr. Loske: „Das Werkzeug von CrowdStrike ist sehr mächtig. 
Man kann sehr viel sehen, was da in den Systemen der Mitarbeiter vor sich geht. Daher wurde  der 
Einsatz im Vorfeld mit dem Betriebsrat abgestimmt.” Auch der hohe Grad an Automatisierung war 
ein wichtiger Entscheidungsgrund für die Lösung von CrowdStrike. Weil das Unternehmen Dr. Loske 
zufolge nicht über sehr viele dedizierte Security-Mitarbeiter verfüge, sei man darauf angewiesen, 
dass Prozesse automatisiert ablaufen. Die CrowdStrike Falcon Lösung ließ sich nahtlos in das neue 
Security-Information-and-Event-Management-(SIEM)-System der HDM integrieren. Somit haben die 
IT-Wächter einen ganzheitlichen Blick auf die IT-Sicherheit, indem Meldungen und Logfiles sämtlicher 
Systeme zur Analyse konsolidiert werden.

Dr. Loskes Fazit: „Wir sind nunmehr in der Lage, rasch zu handeln, wenn es einen Sicherheitsvorfall 
gibt.“ Mit CrowdStrike habe die Heidelberger Druckmaschinen AG im Bereich der IT-Sicherheit 
regelrecht einen Paradigmenwechsel vollzogen: „Vor der Implementierung hatten wir den Fokus 
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auf Prävention, heute erkennen wir Dinge und können reagieren. Das ist im Zeitalter mit Cloud-
Computing und mobilen Endgeräten essenziell geworden. Ich kann CrowdStrike deshalb vorbehaltlos 
empfehlen.“

ÜBER CrowdStrike

CrowdStrike® Inc. (Nasdaq: CRWD), ein weltweit führendes Unternehmen im Bereich der 
Cybersicherheit, definiert mit seiner von Grund auf neu konzipierten Endgeräteschutzplattform 
die Sicherheit im Cloud-Zeitalter neu. Die Plattform CrowdStrike Falcon® verfügt über eine 
einzigartige, Cloud-basierte, schlanke Agentenarchitektur, die von künstlicher Intelligenz (KI) 
unterstützt wird und unternehmensweit für Schutz und Transparenz in Echtzeit sorgt. So 
werden Angriffe auf Endgeräte sowohl innerhalb als auch außerhalb des Netzwerks verhindert. 
Mit Hilfe des firmeneigenen CrowdStrike Threat Graph® korreliert CrowdStrike Falcon weltweit 
und in Echtzeit über 3 Billionen endpunktbezogene Ereignisse pro Woche. Damit ist die 
CrowdStrike Falcon Plattform eine der weltweitfortschrittlichsten Datenplattformen für  
Cyber-Sicherheit.

Mit CrowdStrike profitieren Kunden von besserem Schutz, besserer Leistung und sofortiger 
Time-to-Value – und das alles auf der cloud-nativen Falcon-Plattform.

Über CrowdStrike sollten Sie vor allem eines wissen:  Wir stoppen Datendiebstahl.

© 2021 CrowdStrike, Inc. Alle Rechte vorbehalten. 
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